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NEW REVELATIONS OF ILLEGAL INTELLIGENCE FROM THE
NATIONAL ARMY AGAINST DEFENDERS WHO CONTRIBUTETO
THE PEACE AGREEMENT

PBI Colombia expresses its major concern regarding recent news of illegal intelligence operations
that were exposed by a Colombian media outlet. In spite of multiple signs and complaints made
by journalists, human rights defenders, congressional representatives, and Supreme Court itself,’ we
lament that that information did not lead to judicial investigations.

According to information published on 1 May by the magazine Semana, in an article called “Las carpetas
secretas” (The Secret Files), 130 individuals were the object of “profiling and surveillance”
from parts of the Colombian National Army, which sought to prepare military intelligence reports
on their lives and professional and private activities.

These incidents seriously affect the constitutional and democratic order of the Colombian State,
considering that the list includes international and national journalists, organizations and individuals
who defend human rights, unionists, judges, lawyers for extrajudicial executions cases, and
opposition parliamentarians. It is worth mentioning that employees and ex-employees of the lvan
Duque administration and members of the State Security Forces themselves are also included in these
files.?2 Also, the secret files’ revelation took place amid a serious escalation of threats, assassination
attempts, and murders against social leaders, and even massacres,® in a context where adequate
prevention and protection measures were not present.*

Ever since the article appeared in Semana, the available information continues to increase, with clear
evidence that the leaked information is only the tip of the iceberg in a much bigger scandal. Based
on the list referred to by Semana magazine, other data bases surely exist with more targets of illegal
espionage.To date, it has been confirmed that members of the Josie Alvear Restrepo Lawyers’
Collective (CCAJAR) are included in the information revealed®. Also, the Commission
of Justice and Peace (CJP) stated that two sources shared credible information on intelligence
activities carried out against the organization, as well as social-environmental and peace leaders.®
This information is included in other existing data bases that could be made public if the
State offers guarantees to witnesses and their families.”

It is important to remember that in the past both organizations, accompanied by PBI, along with many
other nationals and international organizations, were victims of persecution and illegal interceptions
by state institutions, including the so- called “Chuzadas” (illegal wiretapping) carried out by the DAS,?
a state intelligence agency under the President’s Office that was disbanded due to the scandal around



multiple and serious illegal activities it had carried out.

According to the Semana piece, to create these files the substructures of the Commands to Support
Military Intelligence and Counterintelligence® used computer tools to seek out and collect information
on the victims in a “mass and indiscriminate” manner.°The information includes telephone numbers,
home and work address, emails, friends, family members, children, colleagues, traffic violations, and
even polling stations.™

The complaints highlight that these illegal activities not only used Colombian public resources,
but also those of a United States intelligence agency. According to the leak, military members
held onto part of the granted resources and fabricated false reports to legalize the funds. Apparently,
those funds were then used to buy software and other tools to carry out what were referred to as
“special” jobs."?

It must be mentioned that the intelligence organisms have profiled and harassed, among others,
individuals and organizations that document the Military Forces’ alleged responsibility in multiple
illegal activities, including cases of extrajudicial executions brought before the Special Jurisdiction
for Peace, a key component of the Peace Agreement. Hence, the serious concerns regarding the
use of military intelligence, which instead of aiding the prevention and prosecution of crimes is used
to spy on individuals and organizations that contribute to Colombia’s democracy and do not constitute
the most minimum risk for national security.

Just before the article was published — when the Ministry of Defense already knew of the complaints —
Minister Carlos HolmesTrujillo issued a statement announcing that 11 officials and a Brigadier General
would withdraw from active duty due to investigations related to illegal intelligence operations that
had been denounced a few months prior. No names were provided.™

BACKGROUND TO THE SECRET FILES

Last year, there were already complaints filed on espionage activities, using funds originating from the
United States. More specifically, on 13 January 2020, the magazine Semana reported on surveillance
and interceptions carried out by the military intelligence against individuals involved in the negotiation
of the Colombian Peace Agreement, including journalists and Supreme Court of Justice judges.
The article also mentioned human rights organizations, including “lawyers’ collectives,’
without revealing the names of the organizations.' The article indicated that there were hard
drives, flash drives, extracts of conversations and audio, reports, videos, and photographs from the
surveillance of the profiled individuals.” A few days prior to the publication, the President of the
Supreme Court of Justice warned that she suspected illegal interception of her communications.®

In that same 13 January article, one of the military members involved in the surveillance indicated that
they had been ordered to provide a compilation of the information directly to a “recognized politician
from the Centro Democractico,” the official government party."” Additionally, to carry out the illegal
interceptions it appears that “Hombre Invisible” software was used, acquired by the National Army
from a Spanish company specialized in cyber intelligence.’ Mollitiam Industries, is the name of the
company, which, according to information on its website, has received public funds from the Castilla
- La Mancha Community of Spain (by means of IPEX) and the European Union’s European Regional
Development Fund (ERDF).™

PBI feels that it is extremely serious that, in spite of years of insisting that the concept
of “internal enemy” be eliminated from the national doctrine, the military intelligence
organisms continue using public and international funds to profile and persecute human
rights defenders, journalists, and the political opposition, apparently with no real control
or consequences for their actions. This seriously damages the democratic principles on
which Rule of Law is based.?°

IMPUNITY

Colombia has a long history of illegal intelligence actions against human rights defenders and
politicians that originate from the Colombian State itself, as addressed by international bodies such as



the United Nations?' and Inter-rAmerican Human Rights System.??This has led to serious crimes, such
as assassination attempts and murders, as was proven in the trials against Jorge Noguera Cotes,
Ex- Director of the DAS, convicted for the crimes of “aggravated homicide” and “aggravated criminal
conspiracy” after having given over intelligence information to paramilitary groups.?

Anorganization PBlaccompanies, CCAJAR, was one of the many organizationsto indiscriminately suffer
the DAS’s ongoing actions between 2002 and 2010, within what was called “Operation Transmilenio.”
In this case, the aim was to destroy the organization; persecution was not limited to CCAJAR members
but also extended to family members with surveillance, death threats, and the sending of a package
with a dismembered doll with a message alluding to a minor.?* Nevertheless, to date, the investigations
against the maximum responsible parties in these incidents have not advanced.? It is worth noting that
international organizations and entities that enjoy special diplomatic protection, such as the United
Nations, the European Parliament, or the Inte-rAmerican Commission on Human Rights also suffered
this surveillance.?®

In spite of eliminating the DAS intelligence agency, illegal operations continued. In 2014, in the middle
of the peace negotiations, a scandal called “Operation Andromeda” came to light. On that occasion,
an intelligence group from the National Army used a cover office on the second floor of a Bogota
restaurant to intercept the then peace negotiators.?’ Even though the Attorney General’s Office
searched the site and seized equipment, the investigations did not prosper.

In this context, the purging of intelligence and counterintelligence archives has not only been
an historic request from human rights organizations, but also one from a governmental advisory
commission, presided over by the Inspector General’s Office in 2016.2 However, the purging has
not occurred, as was affirmed this week by the president of the Truth Commission, Father Francisco
de Roux,?® which led him to conclude that a structural reform of the Armed Forces is needed.®** A
vast majority of these cases remain unsolved, in spite of criminal and disciplinary investigations. Aside
from a few advances in investigations and sanctions,*' to date it has not been possible to cease these
illegal activities against journalists, defenders, and opposition politicians. Additionally, the maximum
responsible parties and additional public employees have not been included in the judicial
procedures, individuals who potentially had a role in the different illegal activities.*

SCANDAL INTHE ARMED FORCES

The 2019 interceptions coincided with the period when General Nicacio Martinez Espinel was
Commander of the Army. The General surprisingly left his post at the end of December, weeks before
Semana magazine’s first publication about the “chuzadas.” According to President Ivan Duque, he
resigned due to “family related circumstances,”®® Currently, the Attorney General’s Office has called
retired General Nicacio Martinez Espinel for questioning about the illegal interceptions case.3

Just two weeks before, on 18 December, the Supreme Court judge Cristina Lombana, presided over
the search of the National Army’s Cyber Intelligence facilities, which is presumed to be involved
in the present scandal. This action was focused on the alleged role of ex- President Alvaro Uribe
Vélez in previous illegal interceptions® within the criminal procedures related to the aforementioned
“Operation Andromeda.” During the search, dozens of flash drives and other illegal intelligence
archives were seized; which became famous due to its cinematic style, with cell phones being thrown
out windows and individuals trying to hide in the offices with hard drives.*® Judge Lombana, who
herself was until recently an active member of the military, only handed over the evidence obtained
during the search to the Prosecutor’s Office on 4 May, after the “Secret Folders” article was published
in Semana magazine.*

Almost a year ago, The New YorkTimes accused the Armed Forces in another scandal; at that time the
US newspaper revealed the existence of military directives within the Army that called for an
exponential increase in the number of people killed in combat, even if there were questions
about the objectives being attacked.*®The directives are similar to those that generated at least between
1,741 and 2,248%* previous cases of extrajudicial executions, the ill-named “false positives” - when
Army members murdered civilians, the vast majority peasants or inhabitants of poor neighborhoods,
and then presented them as guerrillas killed in combat. Currently, there are criminal investigations in



the ordinary justice system and Special Jurisdiction for Peace, within the Peace Agreement, against
several military commanders who are part of the current Army leadership.?’ It is important to highlight
that the American journalist who published The New YorkTimes article, is one of the victims of
illegal intelligence perpetrated by the National Army.

INTELLIGENCE AND CYBER INTELLIGENCE AGAINST ORGANIZATIONS
ACCOMPANIED BY PBI

lllegal cyber intelligence activities are only one part of the illegal intelligence carried out against
human rights defenders. Over the last several months, PBI has alerted to multiple suspicious and
illegal actions against accompanied organizations and individuals:

In October of last year, lawyer German Romero, reported information theft, followings, calls, and a
direct death threat from an unidentified individual. These incidents occurred in the context of multiple
investigations that the lawyer has against High Commanders of the Military Forces due to their alleged
responsibility in extrajudicial executions and enforced disappearances.*'

In February 2020, two other human rights organizations alerted that they had sufferedillegal surveillance
by means of followings*? and drones flying over their offices.*®* One was the organization Commission
of Justice and Peace (CJP), an organization accompanied by PBI Colombia, that today is
included in the new lists.** It is important to remember that CJP’s Executive Secretary, Danilo
Rueda, was previously declared as the objective of an assassination plan.*® Lawyer Daniel Prado,
associated with CJP, has also reported the presence of a high-power drone which fell into the patio of
his residence; in addition to facing a threats and intimidation campaign as the victims’ council in the
criminal case against the paramilitary group known as “Los 12 Apdstoles.” In this case, Santiago Uribe
Vélez, Ex- President Alvaro Uribe Vélez's brother, has been charged with sponsoring the paramilitary
group that was created and trained on a farm property owned by the Uribe family.

Sebastian Escobar, member of the governing body of CCAJAR, is the lawyer in charge of documentation
for the International Criminal Court (ICC), the Special Jurisdiction for Peace (JEP), and participates in
the campaign “Quién dio la orden” (Who Gave the Order?),%” actions that seek to clarify extrajudicial
executions where high-level commanders are accused, in particular General Nicasio Martinez Espinel.*
And it is precisely Sebastian Escobar who appears in these secret files with photos and notes,*® even
though the magazine mentions the profiling of “several members of the José Alvear Collective,’
some of whom represent the victims of extrajudicial executions in cases against retired generals.®°
Another CCAJAR lawyer helped prepare a report from “Ruta del Conflicto,” a media outlet that was
also profiled in the secret files; this report demonstrated potential corruption in the agreements
between national and transnational companies and the State Security Forces, where funds allocated
to favor national security end up in vacations plans for the military.®

Additionally, the Corporation for Judicial Freedom (CJL), another organization accompanied by
PBI, publicly reported illegal surveillance and harassment last 18 February, 2020,52 when three men in
civilian dress appeared at the organization’s office, taking photographs and interrogating the watchman
to obtain information on the human rights lawyers. Later, it was verified that the motorcycle used by
these men is property of the Ministry of Defense.

Due to the prior, PBI expresses its serious concern and urgently calls on the international
community to call for the clarification, sanction, and definitive dismantling of all types of illegal
espionage within the Colombian Armed Forces, as well verifying the existence of similar
activities in other institutions. To do this it is fundamental to ensure guarantees of non-



repetition.

These operations’ magnitude, methods and technologies used, as well as the funds invested cannot
be seen as individual actions or so-called “rotten apples,” as they were presented in declarations®®
from the Colombian Government. Instead, the serious impact on Colombia’s democratic order must
be recognized.

PETITIONS:

We request that the International Community, in the context of its political and economic relations
with Colombia, in addition to its significant contribution to the Peace Agreement’s implementation,
urge the Colombian State to:

- Provide all necessary protection measures, agreed upon with the organizations, to ensure their
physical and psychological integrity, as well as that of those around them; this includes the opening
and purging of all existing intelligence files, whether from the State Security Forces or other
institutions, that could have been collected on human rights organizations.

- Publish all existing lists and data bases on victims of illegal intelligence operations
(both cyber intelligence and other surveillance/interception activities), clarifying who was
in charge, to whom they reported, what kind of intelligence was carried out, and with what objective.
There also should be private communication with the victims to share all the information that has
been collected on them.

- That the Inspector General’s Office and Attorney General’'s Office present the results
from their investigations in a prompt and effective manner, through the trial and sanctioning of the
maximum responsible parties.

- Foment and support the creation of an independent commission of international
experts to advance in a comprehensive clarification of what occurred. This commission must have
the support and cooperation of the Colombian State to access the files with the related information.

- Provide guarantees for witnesses (in addition to their family members and the information
itself) willing to contribute to a reconstruction of the truth, an indispensable step to guarantee non-
repetition. These individuals currently do not enjoy the minimum security conditions to do this.

- Back the proposal from the President of the Truth Commission for a restructuring of the
National Army, generating conditions that do not allow for a repetition of these incidents
in Colombia. Ensure the promotion of and guarantees for the National Army’s maximum cooperation
with judicial authorities to identify and sanction the direct perpetrators and masterminds.

Also, PBI respectfully requests that the International Community:

- Make prompt statements and strongly reject this kind of operations, demonstrating their
serious and repetitive nature, pressing for structural changes as the only possible step towards
the construction of sustainable peace.

- To the United States, United Kingdom, Germany and other countries that provide military
assistance and intelligence support to the Colombian Government, revise your military cooperation
policies for Colombia to establish solid guarantees that the transferred resources, tools,
and military intelligence capacities are not used against human rights and fundamental liberties. Also,
ensure that your countries’ companies are not selling products that are used to violate
human rights, even more so when these companies have received public, or state resources.

PBI is grateful for your continued support in the protection of human rights defenders and displaced communities.
PBI Colombia
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